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Abstract:

The telecommunication network can be established in a virtual environment via standardized orchestration of business and
functions by NFV. There are differences between the telecom cloud based on the NFV architecture and the traditional network
infrastructure, which leads to the changes in infrastructure, network element operating environment, network deployment and
management, security and other aspects, and brings new security challenges at the same time. The security reference archi-
tecture of the telecom cloud is proposed. Within the level of telecom cloud, relevant security issues and risks are sorted out
according to the reference architecture. Finally some suggestions are put forward.
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