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Abstract:

As an integrated part of the strategic emerging industry, loT plays an increasingly important role in accelerating economic de—
velopment, promoting industry transformation and upgrade,and serving people's livelihood. It is a vital infrastructure that sup—
ports the entire industry and technology revolution. In recent years, with the rapid development of loT connections and indus—
try large—scale growth, The increasing scope and frequency of security attacks have brought huge economic losses. Based on
security management and control difficulties,according to the 3T+1M loT security architecture, it builds comprehensive secu—
rity ability from top-level design to loT device, network, cloud protection and intelligent O&M, and further constructs a whole
|oT security assurance system.
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