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With the massive deployment of 4G network and convenient high—speed access, more and more enterprise network users
adopt mobile VPDN as the solution for business implementation. The diversity of access modes and terminals leads to service
trigger failure in some scenarios which affects the user experience. Through the analysis of VPDN failure, it provides some

considerations for the APN setup of enterprise network and some suggestions for mobile VPDN service maintenance.
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15:37:08 |SM 1% D] Activate default EPS bearer context request
15:37:08 [SGS Kik
15:37:08 [SIAP Rk
15:37:08 |SGS 23l
15:37:08 |MM Kk
15:37:08 |SIAP 23l
15:37:08 |SIAP 3l
15:37:08 |S1AP ik
15:37:08 |MM i3l
15:37:08 |SGS Kik
15:37:08 |SM @) Activate default EPS bearer context accept
15:37:08 |GTP Kik
15:37:08 |GTP Il

Location update request

Initial contex setup request

Location update accept

Attach accept

UE capability info indication

Initial contex setup response

Uplink NAS transport

Attach complete

TMSI reallocate complete

Modify bearer request

Modify bearer response

15:37:19 [DHAmeter s Notify request

APN Restriction |0
PDN Type Pv4(1)

PDN Address  |[Pv4:10.33.39.128

EPS Bearer Num |1

EPS Bearer ID 6
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EPS Bearer Num |1 15:37:19 |GTP %i%® |Create session request
EPS Bearer
Info EPS Bearer ID 5 15:37:19 |GTP U | Create session response
Linked EPS Bearer ID |5 15:37:19 |SM %3%© |Activate default EPS bearer context request
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o :001.mcc460.3gppnetwork.org ;
PDN Con i mee EPpRETWOrt-ore 15:37:19 [SIAP 0 |E-RAB setup response

15:37:19 |S1AP el
15:37:19 |SM

Uplink NAS transport

@D | Activate default EPS bearer context accept

i Q@154 B TR iS5 (WL 3) , 1T LU 3]
B> PDN 3R A 240 X APN, % APN iy FH P
A B A S 4 K, Bearer ID N 5, TP #i 4k ok
10.33.39.101 , iz M bk J2& Ak B ~F- & 43 L A9, 335005 7k 2k
IIE R L)

MAE@DfE 4B (WE4), MME U8 T4 2 4
PDN JE 424375 5R , 81 FH 19 APN 4 3gnet, Hif 18 C 32 ) 1
125 LA 2T Al X APN, I 1% 45 %5 3gnet, Br AT

HRE g T A/2019/01 | 65



IEEE | B R WRNE, AR, UEE
Maint

Operation & ntenance

AG 5N VPDN b 585 & 947 K 4 47 2L

66

Activate dufaule|EPS bearer context request
0101...=EPS bearer identity 0x05
...0010=Protocol discriminator: PES session management messages (0x02)
Procedure transaction identity: 0x01
ESM Message Type: Activate default EPS bearer context request(0xC1)

A~ i 3
Access Point Name ‘ﬁ i~ PDN i% 2 APN‘

Length of Access Point Name Contents: 42 (Bytes)

Access point Name: laygajjzdjgk.spjk.haapn.mncOOl‘mcc460.vgprs‘
PDN address

Length of PDN Address;5 (Bytes)

0000 0---=Spare : 0x00

...001=PDN Type Value: IPv4(0x01)
IPv4 Address:10.33.39.101

B3 4 PDN &35k iTh

PDN connectivity request IENYN
0000....~EPS bearer identity 0x00 WEfie
...0010=Protocol discriminator: PES session management messages (0x02)
Procedure transaction identity: m
ESM Message Type : PDN connectivity request(0xD0)

Access Point Name‘ R £ i A 11 APN‘
Length of Access point Nam# Concents : 6( Bytes)
Access point Name :

Access Point Name

Length : 42(Bytes) G5 fie
...0000=Spare : 0x00

2515 ) APN
...0000=Instance Value:0x00

Access Point Name : layga]]?d] gk.spjk.haapn.mnc001.mcc460.gpre ‘

Bearer Contexts List (num 0) :
Length:31(Bytes)
...0000=Spare : 0x00
...0000=Instance Value:0x00
EPS Bearer ID
Length: 1 (Bytes)
0000...=Spare : 0x00
...0000=Instance Value:0x00

0000....=Spare : 0x00
....01015EPS Bearer ID : 0x06
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N . . gAY
ST T R T ke EES
0.056 | 116.xx.207.228| 116.xx.207.24 | GTpy [Create Session Re-
quest
IAccess—Request( 1)
0.064 |10.255.231.195 | 10.68.31.250 | RADIUS |70 7 o0
IAccess—Accept(2)
0.072 | 10.68.31.250 |10.255.231.195| RADIUS [0 B
0.08 |10.255.231.195| 10.68.31.250 | RADIUS [recounting=Request
: e D (4) (id=66,1=441)
0.088 | 116xx.207.24 |116xx.207.228| GTpy2 [Credte Session Re-
SPOHSC
. |Accounting—Response
0.088 | 10.68.31.250 |10.255.231.195RADIUS | ' T 8 O
10.92 | 116.xx.207.228| 116xx.207.20 | GTpy2 [Credte Session Re-
unSl
Access—Request( 1)
1092 10.255.231.195| 10.68.31.250 | RADIUS | ' 0
Access—Accept(2)
10.936| 10.68.31.250 |10.255.231.195| RADIUS [ 11 00
. JAccounting-Request
10.944/10.255.231.195 | 10.68.31.250 | RADIUS {750 8 B 8
10.952] 116.xx.207.29 [116.xx.207.228| GTpy2 [Credte Session Re-
sponse
. | Accounting—Response
10952| 10.68.31.250 |10.255.231.195| RADIUS [ 70 18
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13:40:54.990|  SM  |#EUZ JPDN connectivity request
13:40:54.990| GTP | %% |Create Session Request
13:40:55.020| GTP  |{%Y |Delete Bearer Request
13:40:55.020| MM | %% Detach request
13:40:55.020|  SGS | %% |EPS Detach Indication
13:40:55.020| SI1AP |%i% DOWNLINK NAS TRANSPORT
13:40:55.050| SGS |4 |EPS Detach Ack
13:40:55.070| S1AP |t |[UPLINK NAS TRANSPORT
13:40:55.070| MM |4%U|Detach accept
13:40:55.070| SI1AP |%i%|UE CONTEXT RELEASE COMMAND
13:40:55.070| GTP |’%i% |Delete Bearer Response
13:40:55.080| S1AP |40 |UE CONTEXT RELEASE COMPLETE
13:40:55.340| MM |4%Ui |Attach request
13:40:55.340| MM | & 3% |Identity request
13:40:55.330| SI1AP |#24i [INITIAL UE MESSAGE
13:40:55.330| SIAP |%i% [DOWNLINK NAS TRANSPORT
13:40:55.390| S1AP |{#%i JUPLINK NAS TRANSPORT
13:40:55.390| MM |#ZUi |Identity response
13:40:55.390 SM $ULIPDN connectivity request
13:40:55.390| GTP |% 1% |Create Session Request
13:40:55.450| GTP |4 |Create Session Response

13:40:55.450 sM &% Activate default EPS bearer context re-

quest

13:40:55.450| SGS |k i% [Location Update Request
13:40:55.730| SGS  |#£U |Location Update Accept
13:40:55.730| MM | &% |Attach accept
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