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Abstract:

Aiming at the increasingly blurred and difficult—to—solidify physical boundaries of 5G networks, the traditional security architec—
ture centered on border protection highlights huge limitations and cannot achieve security capabilities on—demand deployment,
dynamic configuration, and effective protection. By analyzing the current status of 5G network security, seven potential direc—
tions such as single—package authorization and network function trust scoring,are given as the zero—trust enhancement direc—
tions in the 5G core network security design. Researches show that immersing security capabilities into each node of the 5G
network through the above methods will help improve the security of the 5G core network.
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