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Abstract:

It proposes a trusted loT terminal authentication platform based on zero trust security architecture, which can provide device
authorization,identity authentication, key management, encrypted transmission,session management, data signature and oth—
er functions, and protect loT devices and data from replay attack, forgery attack, data tampering, session hijacking and other
network attacks. [t meets the access security requirements of different types of fragmented 0T, realizes fast authentication
access capability based on strong security of certificateless identification password,and realizes seamless integration with en—
terprise back—end business platform through nation secret certificateless TLS security channel, so as to ensure the security
and data integrity of the whole communication link.
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