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Abstract:
It proposes an loT device authentication and communication mechanism, which combines CLA certificateless authentication

technology and TLS secure transmission protocol. This mechanism uses a certificateless authentication system to issue digital
identities for loT devices,and combines certificateless TLS protocol to achieve authentication between devices and encrypted
communication. Compared with the traditional CA certificate authentication mechanism, this mechanism effectively reduces
the certificate transmission cost in the device authentication process and solves the key escrow problem in identity authenti—
cation system while ensuring the secure communication between loT devices.
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