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Abstract:

Aiming at the fine—grained access control of devices in the Internet of Things scenario, it proposes an efficient implementation
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scheme. It adopt.combination of certificate—free cryptosystem and blockchain access control, and uses efficient certificate—
free cryptography to implement the identity management of various nodes in the blockchain. The node relationship and access
authority are maintained through the blockchain, the access management and control is realized through the smart contract—
based access verification system, which form.secure Internet of Things fine—grained access control system. The certificate—
less key system that fits blockchain and Internet of things is adopted,and the efficient access control system based on block—
chain is designed, which could improve access efficiency, dynamism, system scalability and scalability, and reduce deploy-
ment cost.
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