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Abstract:

Penetration testing can evaluate the security of the target network system, effectively prevent network attacks, and protect
the target system. The traditional penetration testing process relies on the background knowledge of professionals, which is
costly in manpower and time. Automated testing discovers and verifies the potential vulnerabilities through automatic analysis
of the target network, greatly reducing the degree of manual involvement. The current automated testing mainly relies on au—
tomated penetration tools and automated penetration frameworks, and the implementation logic of mainstream automated
penetration testing tools and frameworks varies. For various penetration tools, the implementation functions and implementa—
tion logic of various frameworks are discussed, the differences between traditional penetration testing and automated pene—
tration testing are compared,and the development and future of penetration testing are summarized and prospected.
Keywords:

Penetration testing; Automatic penetration testing; Penetration testing tools

5|2 ¢ B, BRD, 5. SBEINEARRESEE[J]. BB HHR,2022(9):5-8.

1 Wk Yol B A0 B, R0 H An R 40 02 4 il DL S £ 350
= Frb S TRRFRAERINESS 2 . B ENE T ™ 2
HER G ) S HARRS SRR RERR DA A S AR S am AR A

o B B AS D 2 25 [B] 9 2 A ] TR iR ™ 0R, I 2822 PG 28 R e it AT 5038  He M RE R L et

AP WA N B RS 0 2% B 4 T B el v e

- . PO 2 EEMR
TE BRI B AR B R 9 28 e AT oA

BB RS — 2 MR RS 1Y 77 8, REAE RSP R N 26 28 A A A 1838 ok
22 Ml 2 2R A b T O B AR A R R 55 Y 2 4
W7 B #:2022-07-15 MR 5% MR R AN 2 5 E AR, /] LUK 3B

BB EE 1% 14 A /2022/09 | 05



06

RERABE [P CE BERDE B2
Security Technology Frontier | BELBEMNRFEREEESRE

MR AL 55 B M B 22 &
2.1 fRggENIR

135 i MAT A , F LI N 515 353
AT B N R 2R B 2 A2 5 H 2 A
T AR H bR R GG B W R0 E Wa 55 /5., 24T
TR AE BN 5 6 RS SCRPR 82
B A AN AR 0BT 2R GEAFTE B KU, 5 LA S it
B4 L, A R oI B 22 58 KT A AR
SR AT, Xk AF DG RN PR Y 2 4 A AR v i 2K [m] i 32
BB S A B AR A K R AR B AR
K [N A
2.2 gEisENIR

A kBB WIRTE—ERE Fk TR B E
WA B . A S & W B AR AR B AL &t
BB AR, AR SR T A s ks & RE S A 3)
I3 HT AR RGEFTTE M8 BRI, e T B0k H bR R G818
TER IR ORGSR . A Sk iB & iy 3, 4
LA G NI IR TS 57 Sl P AR Ok  BRAR T8 E
DAY AR
221 BEfLEER KT R

TR A BB s S, 2K A Sh kB s L
H o %35 WG L Z 5T R DG H AR T 5853 1Y
WESE RIS 4, JT & Hh 230 H 31k 3% I T 2 FIAE
R,

APT2 /242 SUAE Kali Linux 11 —3K H 852 & it
T HAE, Tl IR H NMAP BEFT 34, t ] LUFE 3R B
Nexpose , Nessus FII NMAP 55 T 23744 45 8 1) JL 4l - 9k
TBEMNRK., EEEMNER D, B3R
Metasploit \ NMAP . SNMPwalk T  HIt R A 745
AR BI RGeS R i n] LU#EAT E AL 2
SRCE  ORAP BRI Y R L A

AutoSploit j& — FK HE T Python J & 1Y H 3l fb KM
55 ¥ ) A1) T L, & 0T LUFH Shodan . Quake 5% Zoo-
meye 2 [ 25 73 (A48 R 5 | R G e Moty HAx , o) DLk 4
HFRIFEAT R . e Bl HARJS L 4 F Metasploit
T AR OB S B T A ] o IR AL, AutoSploit
HL£% 300 Z 5l Metasploit Bl A5, e A FH &1
TEA Bl 2R G55 . Web R A TDS (1PS 2 R 3¢l |
S IARBS AT o 3 AT LI i 8 RO DG TE B Sk Ay
ARG H AL B R

BB T A B, AR 12 B R T A
[l fg e BB RR, H2, X85 TR

2022/09/DTPT

&

FEUN B

a) KZHH sh1ki3 5 MK T H A e g4 R ek
fiff e P e ) A

b) JCI RS T I AT 4 T

c) Xt F Z R e A B0 JC Ik 254 A I F R T IR 2
WAL

d) TTEEEA A BB MRS 2 18] i 5 , XE LA
PRUE 42 3R 2 0k ) R v
222 A TFTALIARE AL EENK

Bl HLAS 27 )RR BE - S HAR I &, N T e
BARC G HT&OUR . B el . A sifb 2B &N
A KA T 1]
2.2.2.1 HTMEME LG40 A kB E K

NIG-AP#& T — B3 T M 2% (5 B 5 19 H 82
RIS S T R B AR A BRI, A
B 88 RS 5o 5 IR AT R PRI =X, )
A5 B 55 P Agent BEFR B BB AU Actor,

NIG-AP 4t T P 2% {5 23 4 (2, i ) L
Sk 27 ) BT KA I 4% {5 BB 45 0k 48 T B0l R AR 1
KB, AN T BG4 | G A A A R
AT LUK BRI AR, BB E M b AN Rl A 138
BEE.

a) L[5 B R . B E R A & 1 B
SR BUAT B 99 265 1) £ R e KA AT 3l , % (5 B el
FIAR AL 2R G0 50 R0 2% 2R 5545 B 2 k421
B AR

P
H(P)= —IZZ{]) logpy, + (1= py)log(1 - p,)} -

7]

> pilog(p)

i=1

TE 45 5 10 P 40505 S O 0 SR 0 4% 125 1 34

WVER VLA Agent AT ML 57, AN
AH = H(P,,,)- H(P,,)

H(Pyi) 49 Action BT () 14 % 5 L0, H(P,.)
Action i HO IR 4 12 L . P26 45 516 25 &40 3 Pl IS
.

(a) FEXF FAT FHLIEATHRAE RGN, 35 1 448
ST N PV I , £ 0 35 L 2
AMEFRA A (19218

(b) FBR 3 HLTE Action J5 B4 1 {35 58 26 247
BRIRAS 115 B



(¢) Action X} Hbr EHLAPIREEA M, H Action
JE R A A A, ER {5 B3 25 0.

b) REESRALEE S o Ak 2] B PR 2= T i —Fh
B, HA5 2 Agent 5 Environment 58 .1, iR 45 FH 22
Y Reward , T #R e L 1 PSR 7 41, NIG-AP 4 I8 i #h
N TR NG R e e I il R g A Y = a3
(DRL)", 28 25 R Q] 1 ffr 7R o Action [ 22 J5 15
S 25 AT B AR 2 BB 2. AR TR Y
A5 B a5 IR, T 513 Agent S8 4119
Action, T 3R 75 B Z 19 AR i o 1 B AT Sl iUAS /2
1 BRI B AR e s TS BRAE B W] T
515 Agent $BIS AT RELF 19 U if #6422 o

-0
> S )
» oo ©

Reward r,

r1+l
‘+«——
SHI

B VRIS [ 2

State s, Action q,

) FET M2 A5 B 15 00 B Shicl RIS . &
25 Pt A n] LA A B 2B K D 3K (Markov Decision
Process, MDP) [ i B o AN [A) 19 56 W 25 15 21 A [] (1 2
il , MDP £ 1 A o £ 21 1 75 22 B8 il fie R Y e 5K
% o

BOE FHUVE G ROAERI B0 AL, R G =
a Agent EFERY Action X {5 BRI A RN, 231 1t
FRR Z BRI AT F 0L A 2 A fE BL
%t K Action I, 20 BB AR DTk K AYAT R
SRR B I R A IR B RS A A
2.2.2.2 Deep Exploit

Deep Exploit & — @ T o4k > 19 A sh ik iz &
HESE , HiCJZ I F Metasploit U735 1B M, SR A5 1k
=% > (Reinforcement Learning, RL) AR E4ETHE B K
AR, I T = A B BN . Deep
Exploit 55 Metasploit 2 [i]3# 15 RPC PMSGHE(F , i i RPC
AN 3 SR A e

A3C (Asynchronous Advantage Actor—critic ) /& & X}

% GE OBERDE B.R 5 LR ARR

BB ENRBEARBEZSRE | Security Technology Frontier

Actor—Critic Bk AT, 5l A Z LA AL By
BV R o A I B2 B o A R o I (R g h S
57 A G RAL SO, E A 2 25 R 95 5 5
LEFIIAEERI AL H 272 >] . Deep Exploit [ S HE7E T A3C
S HNZRANTIN 3 2 A 2 2 A o

TENZRHr B, Deep Exploit Soib A R A2 [ 1 #) 4R
A, AR AT ) AR He 3 35, A e B AL 3 4 — AR
RS G , A3CTIE ST B payload I HEAR I 1L
PEME 2 5 K1) payload , ¥ F Metasploit #5475 I 17 A1 FH o
%93 U'ﬁl s AK\I},@ME%& target#iﬁ*%%fxﬁiz target EI/‘J 1‘%%
I KA payload HEAT IRl F T o 35 B FSE BEE AU IR
AR BT, Deep Exploit 2 FHT ¥ AR S 25 1], 1%
FEHAb BT 20

FEM BT BE , Deep Exploit 23115 AE AR A 25 [H]
payload B9 HE % | $4¢ #8 payload >R 1 K/, 4K vk 8
Metasploit 2% i s i A H , B M) 2 J5 , W 47 J5 18 18
dio
2.2.2.3 AutoPentest—-DRL

AutoPentest-DRL & —3K H s {5 i#MAHESE , 1%
O REAE A PR B it A o ST AR (DR L) B RE RN S0 it
FEAE, JER I HALE B T HSCH A sk &L, i
1A DQN PSR 51 H R AR H A 190 £ P15 1 i 17 15
SIEFEER B B AR . DR I R G A Y AR
e th T AT M di s 9 BT B8 AR . I R AR A
e QA R 48 A D, T4 v AR 1 3 7 T A
TREEA e 28 (DFS) S M b s A B -

a) WM. AutoPentest—DRL | F ¥ i T. 2 Mul-
VAL A= S o AR 4 ) 5306 0 B A 48 R |
Shodan HE T Y P 25 A Fh 45 1) , 48 2 BT A7 1 i B A
FRR A BT ¢ B %) Sk AR A i G PR AR AR R, SR 05 )
FHIRBEAL A4 R (DFS) B A A B PR AR A

b) DQN., DQN(Deep Q-learning) & Q—learning 1"
BRI, F2 K 5 A 7 )RR BE 2 2] S5 5 1 7 Al
223 A1 O S BRAB 2K R £ BIMSCEH -

target 2

predicted

(r + YmaxﬂrQ(s’,a’)) - Q(s,a)

£=F

DOQN 64 £ 25 ¥y i &1 2 Jff /s o

AutoPentest-DRL 1, 38 3 DQN 11 ill 515 3| g 5
B, PSR PR AT AT PE B K I Bl B A . TR (i A
N L i B 48 &R (DFS) 332 f Ak 1) Bt B AR
W tE R BT X B bR R iR A i B AR . 7RISR AR

BB EE 1% it A /2022/09 | O7



% %A OREREE B,R
BafLSENHEAREESRE

L ERARBIG

Security Technology Frontier

Q(s, a, )
D () (5] Q ( S, llz)

N eep Ly = ]

Status S Neural Network X =
Q(s,a,)

2 DOQN R fY W 26 25 44

Hh, RS B 6 DQN EF‘ EQ—A Agent, Wil & 75X
AR S BUIRS AL | B 2R B B B AR Y A

3 tEggEMXE B igENIXXT L

gy Bidte s @A A kg B, =&
XF AR 1R

R ALGBBEN A B BN
X He i B R [ BBk

S JELSpEE PR
BIBHE He 2z 2 B e
TAFHIE Hef i, L
FRAEMCRRE | AR WA B P
FRIEtE | KBRS PSR
HURATARRE | Mo kA PSR
HIRRA B i
4 BHUBENLHBEMRE

14035 13 MR 75 215 1B MR B 2445 5 1T Y
Tl R A I TR ML AR E A5 A 2K T
Ho R, R E 3 I A TR, 75 2R B
HELE [ Bk B R AR B KR

B N T BEER M K J8 , & 2 i A
T %/ﬁfﬂ?ﬂ{’“‘ﬁ@hﬁﬂ’]%/\@l&qﬂ FFHL
% > RN 27 2 R s, 8 BE TR I DU H AR 1

DW%FWW¥£M%W§%£%HEMﬁ%%§
ﬂﬂ RSB AR R B B I B B, i i iU
FE ARG H AR P 2% A, B ek B e B AR, 0
Wit B @B @ M E ) B 8 fe i vE B8 d &3l 13K
ﬁﬁﬂTﬂ'ﬁﬁ%ﬁ%ﬁﬁiMmﬁéﬂﬁ%ﬂi

B BB S IR U IR 472 i R v A TR, SR 2 AT =2
IR R . XA E N R 8 e g
PRS0 Z R B BT 5 4 DR VAT fE W
08

2022/09/DTPT

&

W AR FBIERCR . MEHE N TR REEA

MR JE , 18 BN R s %, A sk 21
o

Sk

[1] KRUTZ R L, VINES R D. The CISSP and CAP prep guide : Platinum

edition[ M ]. Hoboken : John Wiley & Sons,2007.
[2] DIMKOV T,VAN CLEEFF A, PIETERS W, et al. Two methodologies
for physical penetration testing using social engineering[ C ]//Proceed-
ings of the 26th Annual Computer Security Applications Conference.
Austin: Association for Computing Machinery,2010:399-408.
XIAO Y, WANG Y J, HUANG Z G. Survivability analysis of SOA
based on attack tree models [ C /2012 IEEE 14th International Con-
ference on Communication Technology. Chengdu: IEEE, 2012: 819-
823.
[4] STEFINKO Y, PISKOZUB A, BANAKH R. Manual and automated
penetration testing. Benefits and drawbacks. Modern tendency [ C]//
2016 13th International Conference on Modern Problems of Radio En-
gineering, Telecommunications and Computer Science (TCSET) ,
2016:488-491.
[5] ZHOUTY,ZANG Y C,ZHU J H, et al. NIG-AP: a new method for
automated penetration testing [J]. Frontiers of Information Technol-
ogy & Electronic Engineering,2019,20(9):1277-1288.
[6] LIANG J Y, SHI Z Z. The information entropy, rough entropy and
knowledge granulation in rough set theory| J |. International Journal of
Uncertainty Fuzziness and Knowledge—Based Systems,2004,12(1) :
37-46.
LEE C,LEE G G. Information gain and divergence—based feature se-
lection for machine learning—based text categorization [J]. Informa-
tion Processing & Management,2006,42(1) : 155-165.
SUTTON R S, BARTO A G. Reinforcement learning: an introduction
[M]. Cambridge : MIT Press, 1998.
MNIH V, KAVUKCUOGLU K, SILVER D, et al. Human—level con-
trol through deep reinforcement learning [J]. Nature, 2015, 518
(7540):529-533.
[10] MNIH V,BADIA A P, MIRZA M, et al. Asynchronous methods for
deep reinforcement learning [ C ]//Proceedings of the 33rd Interna-

tional Conference on International Conference on Machine Learning

— Volume 48. New York : JMLR.org,2016:1928-1937.

EE &I

/AL 28 e e e B e e ST AN (B
TR EREARAR RS B, L, TN S e BRI OF SR BE LA ¢
T, Sl TR SRR i LR, 27, RTS8 B R R PR s g
A BURBFGE BB SR & LA BR3P b [ER MR 27, R, TP
R RHESE, TR BORESE LA S0, L T RHREE , LR, 2k, R IT I8
PERAEL A,




