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Abstract:

It introduces the security governance technology of the software supply chain, solves the security risks faced by the software
supply chain, constructs the security governance system of the software supply chain, which forms the protection scheme for
the whole life cycle of software application design,coding,testing and operation,realizes the security governance of the whole

software process chain,and improves the self immunity of the application system.
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public class PreparedStatementTest {
public static void main(String[ | args)throws Throwable |

M7 AT HEAT S Rt

String sql="select*from user where id=7";

try §
% SQLIEATHEA 715 Rl
PreparedStatement statement=con.PreparedStatement(sql) ;
JARBGRE R H Y id FBA% A SQLIE A, e 22 B 1) o5 2457
Statement.setInt( 1, Integer.parselnt(req.getParameter(“id”)) ) ;

IR B A1) SQL

statemenl.executeQuery( );
{ catch (SQLException throwables ) {
} Throwables.printStank Trace () ;
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public static String mysq1Encode(String str) |
/83— StringBuilder %42, Fl TR0 Ja 745
StringBuilder sh=new StringBuilder( ) ;
for(int i=0;i<str.length() ;i++) {
I A B A T B A AL B
char src = str.charAt(i);
switch (sre) {
case '\'":
IR S Ry A B |5 BEA T S
sh.append("'"");
break;
case '\"':
case '\\':
case '%':
case '\=":
(RS GIREAN =Y ARNE R Ro e SRR =5 IRy i
sh.append(’ ");
default:
1B A RFFAAE
sh.append(sre) ;
break ;
f
f
113 8122 40 SUfE ) A4
return sh.toString )
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import com.tesec.secsdk.sqli.MysqlEncoder;

1105 mysqlEncode S

MysqlEncoder mysqlEncoder = Mysq1Encoder.getInstance( ) ;

I 5% SCIY SQL A 114 , I8 FH mysq 1 Encode 7735 X AN S 5t 1%
Ex '

String sql=""select*from users where id=""+mysqlEncoder.mysqlEncode
(id)

IHAET SQL ) 45 1)

ResultSet rs=s.executerQuery (encoder) ;

El6 i H AL SDK /R 75

b) i A5 a5 R XS, T LA B4 4 SDK 7
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fiA:1and 1=1

F43 payload : select*from users where id= 1 and 1=1

AIMA SDK 4ii tH sql i#/4] : select*from users where id= 1 and 1=1
JINA SDK 4ii tH sqli#/41] : select null from users where id= 1 and 1=1
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public StringBuilder append(Object varl ) |
try |

Void.dance( (Object)null, this, newObject|[ ] {varl| ,’’java.lang.
String Builder’’, ""append’’, ' (Ljava/lang/Object ; ) Ljava/lang/String-
Builder, ", 124, false, true) ;

StringBuilder var2=this.append (String.valueof(varl ) ) ;

Void. dance (var2, this, newObject [ ] {varl| , 'java.lang. String
Builder'’, ""append’’, '’ (Ljava/lang/Object ; ) Ljava/lang/StringBuilder,
"7, 124, false, false) ;

return var2 ;
f catch {Throwab]e var3) |

throw var3
f
f
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= ConnectionProperties £ = Connection
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I« Serializable 1 = Connection
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€ « ConnectionPropertiesImpl 1 = MySQLConnection
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€« ConnectionImpl

‘ com.mysql.jdbc.ConnectionImpl ‘
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jdbe.MySQLConnection #2171, 1fif com.mysql.jdbe.MySQL-
Connection 2842 java.sql.Connection A2, 5L 2 Ui
com.mysq]l.jdbec. ConnectionImpl 4% 171 05251 52 B java.sql.
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package com.mysql.jabe;
public class ConnectionImpl extends ConnectionProperties Impl imple-
ments MySQLConntion {

1178 W HEA b 55 A

public java. sql. PreparedStatement PrepareStatement (String sql)
throws SQLExce ption |

return preparedStatement (sql, DEFAULT RESULT SET TYPE,
DEFAULT RESULT SET_ CONCURRENCY);

J
J

B 12  KBEUH Connectionlmpl ZARH5 F Bo/R 72

public class ConnectionImpl extends ConnectionProperties Impl imple-
ments MySQLConnection |
1178 W FEAl 55 A
public PreparedStatement preparedStatement (string sql) throws
SQLException |
1A Object B R, A7 7 S HUH
Ohject[ ]paramelers:new Object[ 1 sql} 3
114 % try/catch
try %
A1V P SEFH B AR 5 R A IR ARG 322 4
RASPHookResult enterResult=RASPHookproxy.onMethodEnter
(parameters 5090 ) 8
String HandlerType=enterResultlt.getRaspHookHandlerType ( ).
toString( ) ;
if (RASPHookproxy. REPLACE_OR_BLOCK. toString (). equals
(HandlerType) ) {
IR LT PR G 45 SR 75 EL T S8R e A PP AT 2 5 re-
turnﬁ/i@é%% *ﬁﬁﬂgl‘é [E”E
return( PreparedStatement ) enterResultlt.getReturn Value()
{ else if (RASPHook HandlerType. THROW. toString (). equals
(HandlerType) ) {
AN FH A AR AP ARG 25 SR 5 TSI 5, throw 1k (745
FHULE B X S

throw ( Throwable ) enterResult.getException( ) ;

f
JRAT LR 2 5, Al #E PreparedStatement X 52
PreparedStatement methodReturn=PreparedStatement (sql, 1003,
1007);
return methodReturn ;
{catch (Throwable t) |
f
f
f
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