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Abstract:

In view of the series of drawbacks brought by the direct repair scheme for information system vulnerabilities, it proposes a
vulnerability risk containment scheme based on dynamic system security portrait. Through the unified management of the sys—
tem's assets and vulnerabilities, the scheme analyzes the risks and risk paths of the vulnerabilities, and dynamically profiles
the risks of the system. According to the risks and risk paths in the portrait ,and combined with the repair operation and risk
impact surface, the decision—-making analysis is made, which forms a set of risk containment schemes from risk control to
elimination. Then through the implementation of the scheme by the operation and maintenance personnel, the elimination of
the risk points in the portrait is completed,and a set of closed—loop management schemes for risks is formed.
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