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Abstract:

In recent years, global security incidents in the software supply chain have occurred frequently, and the impact is growing.
Software supply chain security has become a global issue. How to ensure the security of the software supply chain in a more
comprehensive and effective way is of great significance to the development of the software industry and the advancement of
the digitization process in China. It mainly analyzes the security status of the software supply chain in domestic and overseas,
comprehensively analyzes the security risks of the software supply chain according to the security status, and puts forward
how to prevent and manage them. In addition, the international software supply chain supervision and standards, software
supply chain management recommendations are introduced. Finally, the development trend of software supply chain security
is analyzed and prospected.
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