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Research on Machine Learning Model for Multi—target Response
Strategy to Co-resident Attacks in Cloud Environment
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Abstract:

Hardware and software resources can be shared through virtualization technology in cloud environment, while the users may
face additional security threats when using virtualization platforms. Co-resident attack refers to an attacker taking advantage
of the characteristics of the shared infrastructure to attack other virtual machines co—located on the same physical machine.lt
uses machine learning to train the multi—target response system for co-resident attack in cloud environment to detect co—
resident attacks with the minimum cost and minimum threat. The experimental results show that the model has an efficiency
improvement of 2 000 times the acceleration ratio and obtains the solution with high accuracy of 87.9% ,and strikes a balance
between response strategy and time efficiency.

Keywords:

Cloud computing; Co-resident attack ; Machine learning; Cloud intrusion response system
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