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Abstract:

In recent years, with the large—scale popularization of Internet applications, the black industry chain of DDoS is also growing.
DDoS attacks with large traffic, various types and high frequency have caused huge losses to network service providers. In or—
der to fight against DDoS attacks, high defense systems are widely used. It expounds the concept, deployment architecture,
drainage method and its core technologies and principles of the high defense system. Aiming at the pain points of high de-
fense system resource scheduling encountered in actual work, it comprehensively considers the overall architecture of the
high defense system,and summarizes and extracts a set of solutions for the elastic expansion and contraction of high defense
system resources, which provides some ideas for resource optimization and related function development of high defense
system.
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