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Abstract:

Security baseline verification is the basic security requirements that the system and equipment should meet for their own

needs, deployment environment and specific period, and it is also the first line of defense for network protection. It analyzes
the pain points of security baseline verification, and discusses the scheme that realizes security baseline verification by con—
necting equipment automatically through fortress machine, which improves the automation level and reduces the risk of leak—
age of sensitive information such as equipment account number and password. The scheme can automatically generate repair
scripts for equipment non—compliance inspection items to rectify the equipment. Moreover, the verification results are statis—
tically displayed from different dimensions, which is convenient to grasp the safety status of the equipment as a whole. Thus,
the safety baseline verification process can be automated, standardized, sustained and visualized, and the safety compliance
level of the network can be further improved.

Keywords:

Security baseline verification ; Remediation scripts ; Automation
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