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Research on Key Technologies of 5G Mobile Terminal Security

¥ B, FEEE(hiALESEIZITERERA T, L3 100044)

Qi Xiao,Hou Yuhua(China Information Technology Designing & Consulting Institute Co., Ltd.,Beijing 100044, China)

e

i

=
== .

B0 5 56 W RinilEr)BEBInNEELZ =Xk, HmBRIE
RNRIH L ERAWATRERANENEMEARNIRA R T T B85,
RETHESZERDEEBINIABKRNRIELZ ZHROE, QEE TR
HEVARGRE I RIAM VPN EANAR KB L RIS 0% 3 THWNE D, &
S AR IR IR GRIEARYE LB BN SBELZ WM,

Abstract:

X§EiA
TR WARS ; IRHHFRE ; ARIEA
doi:10.12045/}.issn.1007-3043.2023.04.007
XEHS:1007-3043(2023)04-0029-04
HE 4525 :TNI15.08 o
ERFRIZAD : A

It first analyzes the main security risks faced by mobile terminal and mobile communication in 5G era, then it summarizes the

current status and shortcomings of mainstream terminal security technologies such as system isolation technology and virtual

private network technology. It proposes terminal security solutions that meet the requirements of high—security mobile com-

munication and mobile office,including three components: hardware—based system isolation,doorman-style intranet VPN ac—

cess, and system-level security communication solutions.These solutions comprehensively solve the security issues of mo-

bile terminal hardware ,operating systems,applications,data and network communication.
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