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Abstract:

Aiming at security Orchestration, automation and disposal response technology of the Internet of Things, it proposes an effi—
cient implementation scheme integrating inspection, response, blocking and prevention. Building a SOAR system for loT se-
curity, which is based on the preset scenario strategy, arranges schedulable security objects and generates playbooks. During
the operation of the system, through the situation analysis and early warning, the execution of the plan is triggered, the re—
sources are scheduled, the security instructions are issued, and the playbooks are automatically executed. At the same time,
the scheme can realize automatic arrangement of scene adaptability through self-learning, so as to reduce labor costs, short—
en the average threat disposal time,improve the productivity of secure operations.
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