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Abstract:

With the rise of cryptocurrencies, malicious mining activities have spread globally and become a key concern for governments.
Mining Trojans continue to evolve,and employ various methods to evade current mainstream mining detection techniques. To
address this issue, it proposes an Al algorithm that can automatically identify mining behaviors and miners based on DNS traf—
fic of operators, AAA logs,and mining threat intelligence data. Through model training and result analysis, it selects the Gauss—
ian Mixture Model (GMM) and Bisecting K—-means clustering algorithm as a hybrid model to recognize patterns within DNS
queries and responses, enabling real-time and accurate detection of miners and their behavioral patterns.
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