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Abstract:

Encryption of communication traffic contributes to the secure transmission of network data and the effective protection of pri—

vate data. Therefore,the proportion of encrypted traffic in the network has been increasing in recent years, which not only en—
sures security but also provides attackers with a way to bypass traditional security protection devices. Therefore,an encrypted
traffic identification method based on K-means clustering model is proposed to determine whether unknown traffic belongs
to encrypted traffic based on the discrete degree and overall randomness of network flow data features. In addition, the main
challenges and future research directions of encrypted traffic identification are analyzed to provide reference for subsequent
related research.
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