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Abstract:

Frequently—used effectiveness verification methods greatly control the security risks of enterprises, but there are also many
objective constraints. It proposes an intelligent effectiveness verification scheme, and firstly it establishes a visual two-di—
mensional coordinate attack surface management and accumulates a systematic knowledge base of attack methods,technol-
ogies and paths. Then,based on the attack surface and system knowledge base,a "dual—-perspective" attack simulation mod—
els is trained, and the enterprise security defense system is continuously verified by Al scheduling algorithm and attack simu-
lation model. Then, the verification process is reviewed, rectified and optimized according to the verification results. This plan
can effectively control system risks, quickly verify the information about system attack knowledge ,and make verification activ—
ities sustainable.
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