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Abstract:

With the growing demand for Digital transformation and cloud based business development,the protection capability of enter—

prises in the cloud native background has become the focus of their security construction. The traditional network security ar—
chitecture can not meet the security needs under the technical architecture and business model change. A zero trust security
solution that meets the end-to—-end needs of enterprises has been proposed by integrating zero trust core technologies. It
first introduces the enterprise security requirements under the changes in enterprise IT architecture, as well as the zero trust
concept and its core technologies. Based on this,an end—to—end zero trust security solution for enterprises is designed. Sub-
sequently,it compares and analyzes zero trust security solutions with traditional security solutions,and finally looks forward to
the application prospects of zero trust security in cloud native environments.
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