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Abstract:

With the continuous evolution and development of information technology, digital technology and intelligent technology, cloud
computing has become an important infrastructure on which enterprises rely for digital transformation, and plays a more im—
portant role. Nowadays, cloud computing has gone through the virtual machine era and the native era,and is about to enter the
intelligent era. In the new era, cloud computing will face more diverse,complex,and massive attacks. Analyzing the character—
istics of cloud attacks and building corresponding security protection capabilities for cloud attacks is crucial for the security de—
velopment of the cloud. It analyzes the characteristics of current cloud computing and the main threats it faces,and combined
with cloud attack behavior, it studies the security protection capabilities of cloud attacks in the new situation.
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