i | %00 X

f #,E
BEL BN | Core Network

}OE MR KEE,
5G MEEL R

5G MBETHERHRNHAR

Research on Security Monitoring of 5G Network Signaling Traffics

B FEEMC,KEE, M RS, EWMWM (1. FEREMEBEESEFAFRAT, LR 100033;2. FEBKEH R,

JbZE 100048;3. T—REBE M =7 Al & 57 F E X T 5 H0, dL 5 100048)

Zheng Tao',Xie Zecheng®?,Zhang Manjun®®,Lu Xie*®,Wang Shanshan®®(1. China United Network Communications Group Co.,

Ltd., Beijing 100033, China; 2. China Unicom Research Institute, Beijing 100048, China; 3. Next Generation Internet Broadband Service Appli-

cation National Engineering Research Center, Beijing 100048, China)

=

5GSEETWNREMSEENGEESZNBNEHNREE AR, MM

FRMEBIERWTITANEAN, SEWHFHIEE BHRUS. AER TR
SERANZEMHPFERZIN 1cEBN 66 TS FIYHBEREN 56%}%&’_

ZEDHEN, ST EMZ 2 TRHAREZN. B Taliklls6EoRa R

BTN . NOEEZNESHTNRIBESSSHHITINE ,ﬁﬁﬂ}£@¥T§

5GMBNL T, FTEENLEB 56 ML,

Abstract:

The deep integration of 5G and vertical industries makes it easier for attackers to launch attacks on networks by taking advan—
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tage of network exposure, and network traffics are the carriers, which makes it increasingly difficult for enterprises to defend
the attacks. In addition to traditional security protection methods, both operators and 5G industry customers hope to conduct
security analysis and monitoring of 5G traffics and make up for the shortcomings of other security tools. By actively monitoring
the abnormal interaction of 5G signaling, it gives early warning to the possible signaling attacks and terminal anomalies, so as
to grasp the security situation of 5G network and build a more secure 5G network.
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