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Through an in—depth analysis of current security threats in the Internet of Things (loT), some issues with SIM card security

solutions in practical use are discoverd. In light of this, combined with the advantages of Secure Elements (SE) with SPI

interface, a novel approach integrating SPI interface into SIM cards has been devised. A comprehensive elucidation of the

software and hardware architecture of this approach has been provided. Furthermore, the advantages of this approach in real-

world applications have also been expounded upon.
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