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The Internet has become an integral part of modern life, but it also faces many security risks, especially Distributed Denial of

Service (DDoS) attacks. The use of artificial intelligence (Al) technology can address the challenges posed by DDoS attacks. It

proposes a defense model based on CNN-Geo and Cycle GAN techniques, which includes an incremental learning module

that is able to train unknown traffic and continuously improve the model's defense capability. This model can identify unknown

attacks that deviate from the learning distribution, and the evaluated results show that its accuracy is more than 98.16%,

which enhances the ability to detect and defend against the evolving DDoS attack strategies in real scenarios.
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1. Real sample <= re D,

2. Unknown sample <—u e D,

3. Define distance between the unknown sample m and real sample n:

4. Define k" neareslmne'ilghbour distances for real sample
NNDn=nearest_neighbour_distances r .k )

5. Coum=array[Nu] of zeros

6. foriinrange N :

7. forjinrange N :

8. if d,<NNDi

9.  Countli|=Count[i]+1

10. end for

11. end for

12. Density = mean (Count )

13. return Density
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1. Real sample <—re D,

2. Unknown sample <—ue D,

3. Define distance between the unknown sample m and real sample n:
d, = distance(u,,1,)

4. Define kth nearest neighbour distances for real sample n :
NND = nearest_neighbour_distances ( r .k )

5. Count = array[NR] of zeros
6. foriin range NR:

7. forjinrange N :

8. if dji < NND,

9.  Count[i] =1

10. break

11. end for

12. end for

13. Coverage = mean (Count)
14. return Coverage
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9.

function using Equation (2)

10. Update the Generator G, and G, according to the total CycleGAN
loss function using Equation (7)

for n epochs do

Attack sample batch «<— {A@}™ L, €D,

Benign sample batch < {B¥}" _ m =led,

Generate m sample of G, (A)—' A and G (B)—B

Generate m sample of GR( G4(A))and GR( G,(B))

Generate m sample of G, (A)and G,(B)

Update the discriminator D, and D according to the adversarial loss

(GA,D)
5> Dy)

D A ad

max,, L, (G

11. minmvm(GA,GB,DA,DB)
12. end for
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