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Abstract:

Shift left security in the software development process is a key strategy to ensure software safety, though it still faces many
challenges in practice. Therefore, by adopting the concept from the SDL and DevSecOps models of integrating security into all
stages of software development, it builds security capabilities and automated tool-chains, establishs a software development
security management system, and enhance the association of security capabilities at various stages of software development
to improve security testing efficiency, which improves software security and also reduces maintenance costs incurred due to
security issues later in the software lifecycle, thereby truly implementing the shift left security philosophy in software
development and fully leveraging its benefits.
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