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Abstract:

The continuous evolution and development of 5G and cloud-native technology has promoted the cloud—native evolution of 5G
private networks. The application of cloud—native technology has also introduced a variety of new attack behaviors such as
mirror attacks, orchestration tool attacks,and container attacks. Combined with the development trends of 5G private network
and cloud native technology, it analyzes the cloud native evolution trend of 5G private network and the security risks faced,
studies the cloud native security protection technology for 5G private network, and conducts practical verification, thereby
providing insights for the industry.
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