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Abstract:

As an important part of the information infrastructure in the "new infrastructure", cloud computing is an important support for
enterprise digital transformation. As enterprise services are gradually migrated to the cloud, traditional security protection and
detection technologies cannot meet the challenges brought by the cloud computing environment. In addition, cloud native
technology advocates for agile, reliable, and easily scalable applications. With the widespread application of this technology,
ensuring the security of cloud based business systems has become an urgent issue. It analyzes the technologies used by
cloud applications, the security risks faced, and their impacts, and summarizes the key points of cloud security operations to
provide guidance on how to build an integrated cloud security system tailored for cloud services.
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