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Abstract:

The cloud native security capability maturity model (CNMM-=S) is designed to assess and enhance the cloud—native security
practices of telecom operators. This model adopts a multidimensional evaluation method, combined with industry best
practices and organizational strategic needs, comprehensively considers five key areas: infrastructure security, cloud—native
infrastructure security, application security, DevSecOps and security operations. It defines five maturity levels and develops
detailed evaluation indicators and implementation strategies. Through this model, operators can comprehensively evaluate

their cloud native security level,identify security weaknesses,and develop corresponding improvement measures.
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