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Network Anomaly Diagnostic Methods Based on
Machine Learning
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Abstract:

[t mainly introduces the model design and implementation of network anomaly diagnosis based on machine learning. Unlike
the common way in which model is designed and implemented through unsupervised learning, the model starts from the
actual production situation, and combines the actual KPI data and the diversity of KPl anomaly evaluation to design, train and
optimize, thus achieving the construction of the network anomaly diagnostic model. On this basis, the model accuracy is
gradually improved through online training with production data.
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L) .
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— for samples in[500,1 000,2 000,4 000]
KO 0.734 438 0.644 064 for positive_negative ratio in [0.01,0.05,0.1,0.2]:
T2 /2% (MLP) 0.886 697 0.700 630 clf; BernoulliNB(0.5)

se=print_cv_result(clf, X, y,result_only =True)
print(“samples=1| positive_weight: { :.2f} Train F1: { : .4f}

1
2
3
4 X,y,ss—prepare_train_data(df rrc, samples, one_hot_groups=5
5
6
7

samples=500 positive weight:0.01 Train F1:0.178 7 Test F1:0.175 6

samples=500 positive_weight:0.05 Train F1:0.606 9 Test F1:0.631 0

samples=500 positive_weight:0.10 Train F1:0.789 7 Test F1:0.793 4

samples=500 positive weight:0.20 Train F'1:0.784 8 Test F1:0.777 9

samples=1 000 positive_weight:0.01 Train F1:0.2122 Test F1:0.221 0
samples=1 000 positive_ weight:0.05 Train F1:0.598 1 Test F'1:0.607 8
samples=1 000 positive_ weight:0.10 Train F1:0.766 2 Test F1:0.770 6
samples=1 000 positive_ weight:0.20 Train F1:0.801 7 Test '1:0.803 4
samples=2 000 positive_weight:0.01 Train F1:0.2125 Test F1:0.219 3
samples=2 000 positive weight:0.05 Train F1:0.597 9 Test F'1:0.604 5
samples=2 000 positive weight:0.10 Train F1:0.766 6 Test F'1:0.766 9
samples=2 000 positive weight:0.20 Train F1:0.8619 Test F1:0.859 9
samples=4 000 positive_weight:0.01 Train F1:0.219 8 Test F1:0.223 0
samples=4 000 positive weight:0.05 Train F1:0.550 3 Test F'1:0.552 4
samples=4 000 positive weight:0.10 Train F1:0.771 4 Test F1:0.771 5
samples=4 000 positive weight:0.20 Train F1:0.850 2 Test '1:0.850 1
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