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Abstract:

It proposes a micro—segmentation solution that combines management and orchestration (MANO) and software—defined
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network (SDN) technology to address the cyber attack threats faced by 5G telecom clouds. By creating isolation areas on
service switches, fine control of east—west traffic is achieved, significantly enhancing network security. Micro—segmentation
technology not only improves the protection capabilities of 5G telecom cloud, but also brings greater flexibility to network
scalability and maintenance, which provides an effective security protection method for telecom industry and ensures the
stability operational and data security of 5G network.
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