BEE, BRE, TR, FER ETHAEXF 2R ARIE
RAEANNSEERNBR =W E RSN RBEEWNERE | Security Technology Frontier

Research on Intelligent Detection of
Black and Grey Industry Webpages and
Education Based on Cognitive

Eﬂéi**" 5 'I\E!E'h‘z Hg Enhancement and Emotion
ERFEMTEERUABTHER

R, AR E S, AR RIS R, EE (1. il S IR BR A RA A, L3R 100048;2. LR K,
Jt= 100876)

Xie Yuanyuan',Guo Yanhui®,Peng Chengzhi',Chen Haoran',Li Weiran',Mao Wenli' (1. China Information Technology Design-
ing & Consulting Institute Co.,Ltd., Beijing 100048, China;2. Beijing University of Posts and Telecommunications, Beijing 100876, China)

W OE: KA
LSRR IEEIBE AN TA ASRIREBOVNEKE, RANDEE R MNRDE; KESEI, ARIRTE; Bk
BN BITHEERK FLEEFMTOSAFMNT, RETETFTRNESER B
(LLMDBYEREDLIER @I BN S £ TN IERUZ @0V IXEIH],  doi:10.12045/).issn.1007-3043.2025.09.001
il , RIYEF T E0MBERTEMR , SLULF1 D8 0.913 DM B, ZIARIE  XEHS:1007-3043(2025)09-0001-08
LLMEARSION TS RERS , MUDE T “BY BRI —23&  $hESZEE:TNI15.08 Az
OHEIR” = — AR A AR, BH A HRE SIBRE—ERNI—IZFS  XHIRIEE:A

B ERENA+ZEHELERL S, INESTEBRE TEAFSAT  FiRE HERS )RR (0SID)
EANDEBRRISE,

Abstract:

The black and grey industries on the Internet are facing the dual challenges of technological confrontation escalation and

covert dissemination. Traditional detection methods are confronted with systemic bottlenecks such as the lack of semantic
analysis dimensions and the lag in feature updates. This research innovatively proposes an intelligent classification framework
based on a Large Language Model (LLM). Through the dual-driven mechanism of role cognition enhancement and context
emotional enhancement, it breaks through the performance ceiling of traditional methods and achieves a classification
effectiveness with an F1 score of 0.913. This study deeply integrates LLM technology with dynamic confrontation scenarios. It
not only constructs a trinity technical defense system of “semantic resolution — knowledge evolution — multimodal
reasoning” , but also develops an Al + safety education practice platform covering the whole process of “data collection —
model optimization — scenario simulation” , providing a collaborative solution for both technological innovation and talent
cultivation in cyberspace governance.
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