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Abstract:

Addressing the core issue of insufficient adaptability to unknown threats in traditional SASE due to “static rule library
dependence” and “lack of collaboration” by proposing a heuristic SASE defense framework based on dynamic immunity. By
constructing a bio—inspired immune system based on a cloud—edge—end collaborative architecture, a closed-loop adaptive
mechanism encompassing “situational awareness—intelligent decision making—dynamic response—autonomous evolution”
is achieved. The framework focuses on three core methodologies: threat gene encoding technology based on ATT&CK tactics,
decision—making collaboration mechanism based on cross—layer detection and deep analysis at the edge-cloud, dynamic
strategy evolution model driven by federated evolution model, providing theoretical support for building an “active immunity
type” network security system.
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