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Abstract:

It addresses the timeliness and accuracy requirements for early detection of DDoS attacks by proposing an LSTM-GAN hybrid
prediction model based on spatiotemporal feature fusion. A dual-channel feature extraction module is constructed to
synchronously capture temporal and spatial correlation characteristics in network traffic data, achieving cross—dimensional
fusion of attack features. Under an adversarial training framework, the introduction of a GAN mechanism enables the
generator to simulate the evolution patterns of attack traffic, thereby driving the the discriminator to enhance its sensitivity to
the tiny fluctuation features of initial attack traffic with a coefficient of variation <5% and a duration < 10 seconds. This method
facilitates early warning when attack traffic has not yet formed significant peaks, providing a novel technical approach for
proactive cybersecurity defense. The proposed methodology offers a new pathway for implementing preventive network
security protection strategies.
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