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Abstract:

Aiming at the current situation of network security area, a malicious website identification system utilizing distributed crawlers
and a hybrid detection engine is proposed. The system achieves full process control spanning DNS raw log analysis, domain
name detection, and malicious domain management through a multi—-layer architecture. The system employs a distributed
crawler cluster and innovatively designs a detection mechanism combining a weighted keyword rule library with Al analysis,
which enables rapid, efficient, and accurate analysis of malicious websites, providing a new approach for proactive network
security protection.
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