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The rapid development of Al technology has brought revolutionary changes to the field of cyber security. On the one hand, Al

can be used to help detect cyber threats and enhance security defense capabilities. On the other hand, Al is also used to

enhance attack capabilities and increase threat risks. Firstly, the advantages of Al and its research progress in cyber threat

detection are summarized. Secondly, the inherent characteristics of Al and its application progress from an offensive and

defensive perspective are summarized. Finally, based on the analysis of the progress in the existing field of cyber threats, it

summarizes and discusses the research on Al in cyber threats.
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