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Abstract:

With the development of the digital economy, operator networks are increasingly facing organized, compound, and stealthy
advanced persistent threats (APTs) , posing challenges to traditional defense mechanisms in real-time detection and
coordinated response. Based on the theory of generalized security control systems, it constructs a closed—loop control
mechanism comprising “data fusion, intelligent decision—making, coordinated response, and situational awareness” , forming
an integrated APT monitoring and operational system. Through implementation in a provincial operator network, the system
significantly increases the attack detection rate to 98.7%, reduces the average response time to 8.3 minutes, successfully
blocks multiple overseas infiltration attempts, and prevents economic losses exceeding 230 million yuan, thereby providing
critical support for the protection of key information infrastructure.
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