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Abstract:

As cybersecurity threats grow increasingly complex and diverse, traditional defense systems based on the Von Neumann
architecture face serious challenges in energy efficiency, response latency, and dynamic adaptability. It proposes a real-time
active defense system based on quantum neuromorphic computing, which integrates the advantages of quantum computing
and neuromorphic engineering. A photonic—quantum hybrid acceleration architecture is designed, which adopts quantum
spiking neural networks (QSNNs) for threat detection. Furthermore, the anti-interference of quantum entangled synapse
designs in multi-node quantum networks is explored. The system is highly adaptable to loT edge computing scenarios,
enabling real-time terminal-level defense via lightweight nodes. And the design also supports cross—domain distributed
defense collaboration, facilitating zero—latency threat intelligence sharing and coordinated response in multi—cloud
environments, which provides a novel and effective solution for cybersecurity defense.
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