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Abstract:

Firstly, based on the background of the development of quantum technology and quantum computers, the security issues of
the existing cryptographic systems in the post—quantum era are introduced. Then, two technical solutions, namely QKD and
PQC are analyzed. Finally, a roadmap for the evolution and upgrading of quantum security solutions based on current
technological status and future development trends is proposed, including the integration of QKD and PQC, as well as the
integration of national encryption and quantum-resistant algorithms, etc. In addition, it conducts detailed analysis and
introduction for some typical scenarios, including the post—quantum security upgrade schemes for identity authentication and
mobile payment identity authentication protocols in the vehicle network system.
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