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Research on Quantum Security Solutions for Mobile
Communications Integrating PQC and QRNG
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Abstract:

With the continuous advancement of quantum technology, the field of mobile communication is facing unprecedented major

 BTLE;NETHE; EFEIEL

security challenges and threats. In response to the quantum security risks in mobile communication, a dual-layer quantum
security scheme consisting of an “application encryption layer + hardware security layer” is proposed. The application layer
adopts a hybrid architecture of “national cryptography + post—quantum cryptography (PQC)” to achieve quantum-resistant
communication. The hardware layer integrates a quantum random number generator (QRNG) through a SIM card to address
the issues of insufficient random number quality and key storage security. This scheme can withstand existing and future
guantum computing attacks, with the cost of attacking the core algorithm far exceeding current physical limits. It is compatible
with the existing national cryptography system and SIM card hardware, with low deployment costs, providing a reliable
technical path for quantum security in mobile communication.
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