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Abstract:

In the face of massive heterogeneous, complex and dynamic loT applicationscenarios, building an endogenous security
protection system is the only way to meet its security protection needs. Cryptographic service capabilities, terminal system-—
level security capabilities, terminal security adaptation capabilities, efficient and accurate threat insight,automatic orchestration
and disposal capabilities, and scalable security service capabilities are the basic capabilities for realizing endogenous security
and its evolution. An endogenous security protection architecture is proposed to achieve strong identity authentication, trusted
computing, endogenous system-level security, massive device adaptation, and security capability adaptation based on
environmental adaptation.
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