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New Cybersecurity Operation System for Communication

Industries Based on Atrtificial Intelligence
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Abstract:

Under the background of 5G and cloud—network convergence, telecom operators face three major challenges: heterogeneous
log governance difficulties, inefficient alarm handling, and delayed Al-based attack defense. It proposes a novel Al-driven
security operations framework, which utilizes XDR architecture and Graph Neural Networks (GNN) to intelligently aggregate
logs from core networks,base stations,and terminals,and combined with reinforcement learning, a “Al preliminary screening
—expert refinement” hierarchical mechanism is constructed, SOAR playbooks for automated incident handling are codified.

Test results demonstrate that Al models reduce daily raw alerts from 11 041 to 18, compress security incident investigation

time from 12 hours to 15 minutes, and improve operational efficiency by 48 times.

Keywords:

Cybersecurity; Large language models;Intelligent aggregation ; Reinforcement learning; Automated response
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