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Abstract:

Implementing precise control over system accounts is a policy requirement and a business necessity in the
telecommunications industry. there are still pain points in system accounts control, such as scattered violation models,
difficulties in real-time monitoring of violations, fragmented handling, slow manual auditing, and lagging verification and
traceability. By integrating the entire process from"anomaly monitoring to violation traceability to secure operation", it creates
an "Al Agent+RPA+large and small models" system accounts security intelligence system, achieving closed—loop processes
for system accounts data collection, violation behavior modeling, dynamic risk control,and automatic auditing.The interception
time of high-risk system accounts has been reduced from days to hours, the violation rectification cycle has been compressed
from 15 days to 5 days,and manual auditing has been saved by 50%.
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