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Abstract:

In recent years, cyber attacks on the software supply chain have grown in frequency and scope, making software supply chain
security a global challenge. To address the rising threats and challenges, the United States government has undertaken
comprehensive planning and deployment of software supply chain risk management. So far, the work has progressed well,
and a number of outcomes have been obtained, but there are also certain limitations. It conducts a tracking research on the
progress of initiatives related to the security of the US software supply chain, outlines the responsibilities and regulatory
measures of US government agencies, and analyzes their advantages and limitations to provide references for the secure
development of China’s software supply chain.
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