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Abstract:

With the rapid development of information technology such as the Internet, big data, and the Internet of Things, the industrial
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Internet comes into being and has become a key force to promote industrial upgrading and transformation. However, this
process has also brought new challenges to data security. To address the problem of data security in the field of industrial
Internet, a scheme based on quantum key service is proposed, aiming at constructing end—to—end security flow mechanism
through quantum encryption technology to realize real-time encryption protection of industrial data. It analyzes the data
security requirements of industrial Internet, and summarizes the system architecture and application value of the proposed
quantum key service management system scheme. The localization storage of quantum key, key management based on KMIP
protocol, terminal access authentication based on triple certificate mechanism and the life cycle management strategy of
quantum key are discussed.
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