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Abstract:

To address the high false positive and false negative rates of traditional static—threshold methods for network traffic anomaly
detection in the Power Internet of Things (PloT), it proposes a detection method based on improved adaptive variational auto—
encoder (VAE). The method constructs a flow feature matrix from traffic data collected by smart power fusion terminals. It
employs a dual-module architecture comprising a model iteration module and an attack detection module. After the initial
screening in the detection module, the flow features enters the iteration module for unsupervised feature learning. The model
iteration module dynamically updates the model using an adaptive threshold mechanism. Evaluations on two datasets
demonstrate that the proposed method can effectively reduce both false positive and false negative rates by 5%~8%
compared to traditional approaches.
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