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Abstract:

With the continuous advancement of Internet technology, the scale of IPv6 networks has been expanding substantially,

accompanied by escalating security threats. Traditional security protection methods face challenges such as high deployment
costs, difficulties in threat traceability, and delayed incident response. It focuses on research concerning threat traceability
based on APNG6, SDN, and network sensing technologies. It proposes a cybersecurity protection scheme featuring
collaborative APN6-based threat tracing and network security linkage. The proposed solution effectively integrates native IPv6
characteristics, APNG traffic identification capabilities, flexible service orchestration features with cybersecurity requirements.
It enables efficient threat identification and precise localization while implementing source-based blocking through
coordinated protective measures. This approach achieves rapid and accurate threat tracing, thereby ensuring stable operation
of IPv6 networks.
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