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Abstract:

In a distributed deployment microservice system, the service instance invocation relationships are complex, and service
failures can quickly propagate along the invocation chain, posing challenges to service anomaly detection. It proposes an
advanced microservice anomaly detection model (SADM-3) by combining graph convolutional networks (GCN). The model
first uses eBPF technology to collect observability data, constructs a service call directed graph, extracts node and link
features,and uses GCN to detect abnormal service nodes and links. Finally, the performance of the proposed SADM-3 model
is validated on the TrainTicket and Sockshop datasets,and the experimental results show that the model outperforms existing
baseline models in terms of anomaly detection accuracy and speed.
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Dataset SockShop TrainTicket
Method accuracy precision recall Fl-score accuracy precision recall Fl-score
WSA 0.8189 0.792 3 0.742 3 0.8511 0.8716 0.8576 0.729 8 0.796 0
LOF 0.8515 0.848 1 0.8552 0.8533 0.8323 0.8251 0.867 1 0.859 3
EIF 0.736 3 0.709 8 0.8175 0.797 8 0.719 8 0.706 3 0.802 3 0.7910
FC_VAE 09178 0.907 3 09198 0.9223 0.9235 0.9365 0.9012 0.9159
Mul-LSTM 0.9752 0.9615 0.929 8 0.936 9 0.963 1 0.969 3 0.8928 0.906 5
SADM-3 0.997 6 0.989 4 0.969 0 0.972 8 0.995 2 0.991 2 0.956 2 0.961 3
K7 ORE G BIERE I 200 SADM-3 #E A FE IR 4 1 Y
Dataset SockShop TrainTicket
Coverage accuracy precision recall Fl-score accuracy precision recall Fl-score
5% 0.985 8 0.9812 0.883 4 0.9329 0.988 6 0.982 1 0.890 1 0.889 5
10% 0.991 2 0.984 7 0.9309 0.956 3 0.9912 0.986 7 09311 09129
50% 0.995 6 0.9825 0.942 1 0.969 2 0.993 2 0.9899 0.948 2 0.9523
100% 0.997 6 0.989 4 0.969 0 09728 0.995 2 0.991 2 0.956 2 0.961 3
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