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Abstract:

In recent years, deep learning technology has demonstrated significant effectiveness in enhancing the intrusion detection
capabilities of the Internet of Things(loT). However, the limited computational power and storage space of loT devices pose
challenges for deploying resource—intensive intrusion detection systems. To address this issue, researchers have proposed a
lightweight model called DL-BIiLSTM, which combines deep neural networks (DNN) with bidirectional long short—term
memory networks (BiLSTM)to extract nonlinear features with bidirectional long—range dependencies from complex network
data. To address the resource constraints of loT devices, DL-BIiLSTM employs the incremental principal component analysis
(IPCA) algorithm to reduce feature dimensions, providing an efficient intrusion detection solution for resource—constrained
loT devices.
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