RN RN

ETREERENTEELTXRAGEETDSIBHMZR | Frontier Technology

ETXESREMFEELTX
BRAGEEEDSIEHR

Research on Zero—Trust Context—Aware Trust Scoring Engine
Based on Large Language Models

#  TX( RIEBEEWIR I BEARA S, b5 100048)

Yang Fei(China Information Technology Designing & Consulting Institute Co.,Ltd.,Beijing 100048, China)

=

HWERSEEEENDSIZ LT RANE IS RN T BES
DA, AREFRESRA(LLMOBZSEE L N BAEENDS1Z. MER
PIORGRSINE INRERLEIER , A LLM 89 £ N SRR T SKNL)
DEEEDSNEIESE, DM EIS KOV, KHSRAR, Zs|
ZURAEELERR, FORRE , A SEEREHRHEE,

Abstract:

KA
RNEBSBIZEE; TN XRA; SEND; 505
SENS ; ThaE

doi: 10.12045/j.issn.1007-3043.2026.09.001

X E S :1007-3043(2026)09-0001-06

hE 4 %5 :TP393.08 ?
ERFRIRED A A
Fg Rt (RBERS )FRIREE(0SID): Ek

Aiming at the problems of insufficient context awareness, weak generalization ability and unexplainable decision in traditional
zero—trust trust scoring engines, a zero—trust context—aware trust scoring engine based on Large Language Model (LLM) is
proposed. By integrating user behavior, device status, environment information and threat intelligence, the LLM’ s contextual
understanding capability is utilized to realize dynamic trust scoring and risk attribution, with hallucination suppression and real—

time inference optimized. Experimental results show that the engine improves the accuracy of trust evaluation and reduces

the false alarm rate, providing effective support for zero—trust continuous verification.
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